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Abstract
Smart speakers increasingly adopted into our everyday life. Sometimes, they are also
placed in shared spaces and automatically turn every person in the room into a user
(visitor) even if they do not regularly interact with it. Previous work primarily focuses
on smart speaker adoption and owners, but does not consider the implications of smart
speakers on visitors. Investigating this gap is essential to reason about potential risks,
necessary protection mechanisms, and privacy perceptions in order to develop new
services and legal guidelines for both visitors and owners.
Our research aims to determine differences between owners and visitors in mental and threat models, privacy perceptions, protection strategies, factors of discomfort.
Also, we want to identify which areas of smart speakers need to be addressed to improve smart speaker interactions for both owners and visitors.
The results of our mixed-method study with 19 participants, both visitors and owners, revealed similar concerns regarding privacy, the lack of control and transparency
of data use, and the use of data for targeted advertisement for both groups. We find
that users have an incomplete understanding of the smart speaker system and potential
risks, confirming previous work. Our results suggest that a lack of both knowledge of
effective protection, available information on data use and control over data cause discomfort. In contrast to visitors, owners demonstrated acceptance of this situation and
less concern about privacy. We developed a design fiction addressing identified issues
from the study. Although granting users more control over the abilities of their smart
speaker gives them more control, allows authentication and improves personalisation,
it introduces new, non-trivial challenges. We determined that design fictions allow us
as HCI researcher to evaluate potential, speculative designs without needing to build
it. Finally, we conclude with suggestions on the new design service in relation to smart
speakers in shared spaces.
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Chapter 1
Introduction
Smart speakers such as Google Home or Amazon Echo are increasingly adopted into
our daily lives. These are intelligent speakers including a personal assistant voice
interface, e.g. Google, Alexa or Siri, who we can ask to accomplish tasks for us. We
integrate them into our habits and shape our routines around them. For example, we
can ask them to keep track of our shopping list or play music. By doing so, we also
invite numerous third parties into our homes to collect and use our personal data. In
some cases, these devices are introduced into shared spaces, may it be a shared office,
a living room in a flat share, or a lounge, where everyone in this space becomes a third
party user. We will continue to refer to them as visitors. This type of users can be
unaware of the current situation, just passing by, or regularly exposed and might not
be given a choice in the matter of adoption.

1.1

Motivation

Adopting smart speakers in shared spaces without considering any other potential users
may lead to a number of issues such as discomfort, unintentional sharing of personal
data, or misuse of services. Existing work focuses primarily on the act of adopting
smart speakers, technical privacy issues of the devices, and smart homes. Thus, there
exists a gap regarding smart speakers in shared spaces, and the related implications for
the system, user comfort and privacy. Exploring these issues is not only relevant for
the user, but also for both smart speaker providers and legislative parties. Only when
the implications for all users of sharing smart speakers are understood, will we be able
to reason about risks, long term mitigation strategies, new services, and what the future
of smart speakers in shared spaces will be.
1
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Aim

In order to gain insight into smart speakers in shared spaces and the differences in
their users, this project looks at a variety of factors such as risk awareness, behaviour
around smart speakers, and socially acceptable actions. As existing research revealed
that privacy concerns are one of the main reasons for non-adoption, it is also essential
to understand what the perceived threats are and how users react when they are not
given a choice on the matter of adoption [44].
As a mean to investigate this gap and provide the required insight, we aim to explore the following questions in this research.
1. What are the differences in mental models of owners and visitors?
2. To what extent do the differences in mental models of users and non-users influence their risk management?
3. What are their threat models and which risk mitigation strategies or controls are
adopted?
4. Do we see a connection between privacy concerns, risk awareness and (dis)comfort?
5. What is the trust relationship with the smart speaker provider?
Further, we want to open up a space for discussing the future of smart speakers in
shared spaces by developing a design fiction representing a new service.

1.3

Contributions

In order to investigate the research questions, we designed and conducted a mixed
method study with 19 participants (9 owners, 10 visitors of smart speakers). The twopart study included a demographics and privacy scale survey, and an in-person interview session, in which participants engaged in drawing and listing activities to present
their mental model of the system. The questions in the semi-structured interview were
designed to provide more insight into the themes of the research questions.
The results of the study confirm previous research and indicate a generally incorrect mental model of participants of the system which leads to a limited awareness of
potential risks for all users [1, 44]. We also found that the proposed protection strategies do not protect against the mentioned threats, but rather show an acknowledgement
of the lack of control over the risks. Owners demonstrated a strong tendency to even
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accept this situation. We identified privacy concerns, a lack of control and transparency
over data, and the use of personal user data as factors of frustration over the current
smart speaker situation. Both groups expressed annoyance over the lack of available
information as they believed that more knowledge would help them to protect themselves, which confirms another finding of previous work [1]. Also, we show that both
owners and visitors fear being listened to, but see the necessity of a trade off for the
benefits of the device.
Further, our findings suggest clear areas for improvement, which tie in closely with
the identified factors of discomfort. Suggestions include a change in smart speaker
governance, raising awareness, and providing more controll over data collection. Using these outcomes, we developed a design fiction exploring the future of Amazon’s
new service “Alex, the Trainee” that allows users to teach their device. We based the
design fiction on identified problems such as the absence of user differentiation and
control over the device’s data usage and data policies. While developing this new service is not technologically possible yet, we can explore how this feature can lead to
new issues and potential privacy infringement. Finally, we discuss how Alex relates to
the current situation of shared speakers and propose future work.

Chapter 2
Background
We will begin by giving an overview of smart speaker systems and existing privacy issues. Then, we present previous work done on smart speakers and smart home systems,
privacy management and trust relationships.

2.1

Smart Speakers and Virtual Assistants

Virtual assistants are cloud-based voice interfaces, which are powered by an artificial
intelligence and are able to understand and fulfil requests [4, 31, 44, 17]. They are
not bound to specific hardware and are available on different platforms e.g. Cortana on Windows’ Operating System or Siri on Apple products. Other names are
smart personal assistant or smart voice assistant. A smart speaker is a powerful loud
speaker with integrated microphones which includes a virtual assistant, thus, allowing
hand-free voice interaction and the usage of smart features. Devices such as Amazon Echo [4] or Google Home [31] are increasingly adopted to assist with daily tasks
such as shopping, quick searches, or entertainment [31, 4, 44, 53]. Smart speakers
can also control smart home appliances such as smart doorbells, lights, or security
cameras [63, 78].
In November 2014, Amazon was the first to release a compact smart speaker with
their own voice assistant Alexa [86, 27]. Google Home followed two years later [84,
35, 43]. Due to their head start, Amazon Echo still dominates the market with 35.5% of
sold smart speakers [52]. In the last Quarter of 2018, 68% of all used smart speakers in
the UK were provided by Amazon and 26.2% by Google. The market is set to expand
and include new smart speakers such as Baidu’s Xiaodu [23, 26]. In this research we
focus on Amazon and Google due to their market domination.
4
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Smart Speaker System

As mentioned before, a smart speaker consists of an electronic device and a virtual assistant, which has the ability to fulfil a wide range of user requests. In order to activate
the device, the user just has to say “Alexa” or “Hey Google” and the speaker will start
recording the user’s enquiry. According to the providers, the smart speaker enters a
“passive listening mode” when it is only listing for the wake word and disregards all
other audio data otherwise [6, 33, 28, 38]. For Amazon’s Echo, users have the ability
to change the wake word from “Alexa” to three other predefined options [6, 4].
The recording of the request is then uploaded to the provider’s cloud servers [6, 33,
5] to perform speech and intent recognition. In this step, the assistant “understands”
the task and maps it to a predefined behaviour, which is referred to as a skill or an
action for Amazon and Google respectively [32, 5]. There are four different kinds of
skills or actions [1, 5, 32]:
• Built-in: The service is offered by the provider e.g. weather forecasts.
• Third Party: The service is provided by a third party such as Spotify.
• Smart Home Control: The service allows users to control smart home appliances.
• Shopping: The service allows users to shop online via their speaker.
Both Amazon and Google provide guidance and tools for developing custom services
and allow the deployment on any server architecture [5, 32]. In contrast to Amazon,
Google requires every third party to provide terms and conditions for the user to accept [33] whereas Amazon only requires one when the Amazon account is linked with
another account [3]. In the owner’s account, users can view a history of all their interaction with their smart speaker [38, 33, 6] including their request and the reply of the
device and have the option to delete it. In addition, both devices provide a mute button
for the user’s privacy [38, 33, 6, 28].

2.1.2

Privacy Issues

With the development of smart speakers, potential threats to user’s privacy were discovered [3, 36, 17] and system errors causing major scandals emerged [9, 82, 51, 89,
36, 22, 28, 21, 83]. As smart speaker’s replies are audible. So, reading out sensitive
information such as emails or calendar entries can potentially reveal data to unwanted
parties [36]. Smart speakers have also been found to react to ultra sounds, audio signals
that cannot be detected by the human ear, which can trigger targeted skills [89, 36].
Voice activation allows anyone within the range of audibility to express commands
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such as opening the smart door lock [82] or making purchases [51, 36]. In addition to
that, issues with smart speaker governance that risk user’s privacy have been found. In
detail, 75% of all Alexa skills do not have a privacy policy [3], connected Internet of
Things devices still provide security holes [28, 90, 19], and the vulnerability to attacks
such as wiretapping, compromising virtual assistants, and malicious voice commands
still exist [17].
Recent media reveals further privacy issues with recordings. For example, a German user was sent 1.700 recordings of other users when requesting all of his data from
Amazon as per GDPR [9, 75]. Another couple had their private conversation recorded
and send to a contact without their consent [16], while a flaw caused Google Home to
continuously record and upload that data to Google server [83]. Recent reports have
revealed that both Google and Amazon employ employees and contractors to listen
and transcribe user recordings [22, 28, 21].

2.1.3

Operational Grey Zone

Apart from any acts directly compromising the privacy of users, certain procedures
could seem unethical although they are necessary to provide this kind of service. Florian Schaub, an Assistant Professor at the University of Michigan, told Bloomberg that
“You don’t necessarily think of another human listening to what you’re telling your
smart speaker in the intimacy of your home. [..] We’ve been conditioned to the [assumption] that these machines are just doing magic machine learning. But the fact is
there is still manual processing involved” [22]. In order to provide speech recognition
for a vast array of accents and voice patterns, training data is required, which may be
unclear to non-expert users [37]. Both Google and Amazon employ workers to listen
to recordings and transcribe these, however, both companies claim for the data to be
fully anonymised and handled with strict non-disclosure agreements and authentication [22, 21, 28]. Indeed, Amazon even states in their terms and conditions that they
“use your requests to Alexa to train [their] speech recognition and natural language
understanding systems” [6].
Some features require access to additional personal data to provide a personalised
experience, which takes away some control from the user over their data. For example,
allowing access to location or music preferences will provide a better prediction for
route planning or song prediction [38]. However, inferable data such as habits or living
patterns can be monetised allowing the provider to offer their services for free [28].
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Although smart speaker providers ensure user data protection, legal institutions
can request access to device recordings and make the smart speaker a witness in a
legal investigation [28, 20, 14]. However, the provider reserves the right to decline
such a request if they deem it to invasive such as in a 2017 murder case [14]. Similarly,
neither employees nor contractors transcribing user recordings are allowed to interfere
when suspecting criminal assaults [22].

2.2

Previous Research on Smart Speakers

Previous research focused on smart speaker adoption, personification and privacy perceptions [44, 78, 53, 54, 91, 1]. Potential futures of voice controlled interfaces [68] as
well as health applications [15] and informed adoption [92] have been investigated.
In a diary study, Lau et. al. determined that factors for adoption are convenience
and early-adopter mentality [44]. Furthermore, it has been found that smart speakers
are primarily bought and set up by a “male tech guru” who finds pleasure in exploring new technology [78]. Usually, devices are placed in central, main living locations
where they can improve a user’s productivity by assisting with tasks [44]. Also, smart
home devices such as smart surveillance systems have been found to facilitate protection mechanisms, e.g. keeping an eye one a child playing in the garden or a pet at
home [78]. In contrast, non-users decided against adopting a smart speaker due to a
lack of use and privacy concerns [44].
Additionally, it has been found that voice interfaces improve the perceived social
presence of a conversation and, thus, encourage a personification of the virtual assistant [54, 15]. However, an interview study did not confirmed this hypothesis and
instead found that less than 50% of participating owners demonstrated personifying
behaviour [53]. Due to their nature, a smart speakers voice interface can be utilised for
a range of interactions such as enquiring health questions [15] or supporting women’s
health tracking [74]. Voice has been found to provide a better experience in health inquiries as it mimics human-to-human conversation, however, is less suitable for highly
sensitive content [15].
Rogers et. al created a film depicting potential future tasks of voice controlled
assistants and raised awareness of potential developments [68]. Similarly, an interface
has been developed that promotes knowledge about smart home technologies and helps
potential users to base the decision about their new device on more information [92].
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Privacy Perception

Privacy perceptions have been investigated in e-voting systems [24], the usage of Internet of Things (IoT) devices [56], and the web [64]. They show that users are concerned
about keeping private data on IoT devices [56] and generally feel vulnerable using
technology [24]. Also, users miss critical risks such as data sharing due to misunderstandings and privacy misconceptions [64]. Distler et. al found that visible security
mechanisms help users to feel more secure [24], whereas Adams and Sasse found that
uninformed users might introduce security issues [2].
Although smart homes have been the focus of an increasing amount of research
[92, 88, 78, 92, 68, 63], smart speakers, and specifically their privacy perception, have
not been investigated in detail yet. While Lau et. al focused on the factors of adoption
and non-adoption [44], Abdi et. al explored the mental models and privacy perception
of smart speaker owners [1].
It was found that users of both smart homes and smart speakers have an incomplete
understanding of the underlying system [44, 91, 1, 22] and existing threats [1]. The
lack of knowledge might be the reason for owning a smart speaker, so Lau et. al [44], as
users do not consider the underlying workings of the device, but consider it as a black
box [22]. Abdi et. al show that users underestimate security and privacy risk with
smart speakers due to misconceptions in data handling and usage, such as assuming all
data is processed locally and none of it is shared [1, 22].
Further findings reveal a lack of knowledge about protection from such threats [1]
and that users trust their smart speaker provider to protect their privacy [44, 1]. In
contrast to owners, non-users with high privacy concerns distrust the provider to follow
their terms and are concerned of security loop holes [44]. In regards to smart homes,
although users are not convinced of their data’s safety [91], they focus on physical
risks, rather than privacy related ones [88].

2.3

Privacy Boundaries in Pervasive Environments

Drawing a line between private and public information is increasingly more difficult [59]. Not only because it highly depends on the individual and the context of
the information [57], but also because information that was considered private before,
such as emails or social media, can now be accessed by more parties such as employers
or followers [64, 59].
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When investigating the effect of machines in conversations, Sundar and Kim found
that users trust machines more than humans with sensitive information such as credit
card numbers and reveal more data to online systems in general [79]. A study looking
at privacy boundaries in homes shows that users tend to divide private and public in
health care or health issues [13].
With services depending on certain data, users express the wish to choose what
they share while still being able to use certain services [64]. Burrows et. al also found
that we need a way to help people interact more with their privacy boundaries and
control the flow of data [13].
According to Nissenbaum, the decision to keep certain information private is not
straight forward as it means that a certain service cannot be used if no data is supposed
to be shared [59]. Hence, although users express the wish for privacy, they prefer the
convenience of the service [59] and “mindlessly consent” to sharing their data [62].
This practice is contradicting the demonstrated opinions on privacy [60]. Removing
all boundaries is another phenomenon of privacy management [73, 44]. Here, users
tend to see their own data as not worth hiding [44] or that they “have nothing to hide”
in general [73].

2.4

Building Trust Relations

The boundary management between private and public data depends on the trust relationship to the other party [57, 7]. Therefore, trust concepts have been the focus
of research in a variety of domains such as e-commerce [80, 67, 66, 47], information
disclosure [8, 40, 46, 58], and machines [79, 56, 44].
When online-shopping emerged at the beginning of the millennium, frameworks
to model trust relationships in e-commerce were developed [80, 67]. In Riegelsberger
et. al’s framework, trust in a company depends on temporal, social, and institutional
factors, which together incorporate the promptitude of fulfilling a request, reputation
of the party and supervision by a larger authority [67].
Research also shows that trust influences our willingness to disclose personal data [8,
40]. Similarly, the need for more control over our data is reduced with more trust [46].
In Beldad et. al’s study, additional factors for trust in governmental institutions are
revealed such as a promise of benefits, a belief in the sufficiency of legal authoritarian
supervision and low risk expectations [8]. With a lack of trust in a company, privacy
concerns increase [88, 44], however, providing concrete information on data handling
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and usage can ease existing privacy concerns [47]. Hence, the amount of transparency
can influence trust building [47]. When it comes to trusting parties to decide over
consent, Nissen et. al determines that the trust depends on the privacy context [58].

Chapter 3
Methodology
In order to explore the previously mentioned research questions (Chapter 1) and determine aspects of sharing smart speakers, we designed and conducted a mixed methods
study. We recruited both owners and visitors to investigate the differences in mental
models, privacy perceptions and threat management. The following will present the
methodology and design of the study.

3.1

Mental Models

By using and interacting with a complex system, users form a model of how the system
works, which is plausible to them and allows them to reason about it. This representation is called a mental model and depends on the user’s technical knowledge and
experience with such systems [61, 30, 92]. This model evolves steadily throughout
their numerous interactions with the system, and based on it, users might follow certain behaviours, resulting in inconveniences or risks [61, 30]. Because mental models
include a user’s beliefs, potential misconceptions and errors, it is necessary to investigate these in order to reason about their understanding of a system and risk awareness [61, 30]. Further, this helps designers to learn more about user expectations and
their requirements [91]. There are various approaches to studying mental models, such
as surveys [85] or interviews [91]. In this study, we use the combined approach of a
semi-structured interview and sketching to create a visualisation of the participant’s
mental model as inspired by Gallagher’s work on the Tor Network [29].

11
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Study Design

This study employs mixed methods, collecting quantitative data from an online questionnaire and qualitative data in an semi-structured interview. A mixed methods study
allows us to use triangulation in our analysis to create a deeper insight and richer
response [71, 81]. Using mixed methods also allows for more diverse views to be
represented as well as determining if the results of one method support the results of
the other and vice versa [30, 70]. Additionally, we can focus on demographics and
the general privacy attitude in the survey, and cover participants’ perceptions and risk
awareness in the interview [71].
The iterative design process of the study includes feedback from the Usability Lab
at the University of Edinburgh and design experts. This study has been approved by
the Informatics ethics procedure with ethics number #3465. Further, a pilot study with
two security experts (one owning a smart speaker and one not) gave further insight in
noteworthy areas and potential ways of analysing the data.

3.2.1

Scenarios

During the study, participants were asked to imagine the following three scenarios
when performing on-paper activities. The scenarios follow a schema presented in [1]
which categorises the offered services of a smart speaker into four areas. In this study,
we concentrate on the first three categories and exclude the use-case of “Shopping” as
we deem it unlikely that a visitor uses someone else’s device to make a purchase.
Built-In Services

This category covers services that are provided through Google or

Amazon. This includes weather forecasts, playing music from the provider’s music
service such as Amazon Music, creating lists and calendar entries. In this study, we
present the scenario of asking the smart speaker for tomorrow’s weather forecast.
Third Party Services

In contrast to built-in services, these services are not directly

provided by the smart speaker company but by an external, third party. This can be a
larger company like Spotify for music replay or a hobby developer who published a
service. We propose the use-case of playing a specific song from Spotify.
Smart Home Device Control

Smart speakers can be used to control smart home de-

vices such as light bulbs, thermostats, or coffee machines remotely with their voice [32,
5]. As smart home devices are gaining popularity, we include the use-case of asking to
turn on a smart light in the living room in the study.
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Demographics and Recruitment

We recruited participants by emailing groups of the Edinburgh College of Art and by
posting a vacancy on the university’s internal career platform. Of 26 questionnaire
participants, 19 scheduled and completed an interview and were compensated with
£10 in cash. In order to reduce the chance of participant priming, neither the words
“privacy” nor “risk” were mentioned in any of the study documents.

3.2.3

Protocol

The protocol described below was followed during the study. First, any person interested in participating is referred to access the online survey facilitated by Qualtrics
via a given link in the call for participants. It includes the information sheet, basic
demographic questions to allow for a focus on the main topic during the interview,
Westin’s privacy scale to allow an unbiased preview of their privacy perceptions [42],
and three questions about the device they own or interacted with. All study documents
and survey questions are included in Appendix A. Then, they are asked to sign up for
a suitable day for the interview part for which a specific time is arranged via email.
The following will detail the protocol of the in-person session, which lasted between 40 and 65 minutes excluding the time needed to fill out the provided documents.
1. Beginning of In-person Session

The participant is greeted and presented with

the study documents. After talking through the information sheet and signing the consent form, the recording is started and the interview begins.
2. Interview on Basic Usage

In order to get an overview of the experience with

smart speakers, we ask basic questions about the device, their usage and reasons, and
ask them to sketch the room of the situation. This exercise serves as a warm up for the
following drawing activity and sets up the scenario in which the participant encountered the smart speaker.
3. Drawing Activity

In the next step, we ask the participants to draw the process

of what is happening in the background of the smart speaker in three scenarios (Section 3.2.1), demonstrating their understanding of the system. This activity has been
successfully applied in Gallagher’s experiment to visualise the differences between the
mental model of technical and non-technical users of the Tor anonymity network [29].
It allows participants to engage with their own mental model and serves as a guideline
in the following tasks. In the case that a participant has never used this feature or heard
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of the service in a scenario, a hint was given to allow them to imagine the interaction.
4. Free Listing

Going through each scenario again, we ask the participant to list all

parties or people who are involved in the interaction and could potentially record the
existence of it. According to Brewer and Ryan, free listing is a suitable method to
gain insight into a participant’s understanding of a domain and learn more about their
categorisation [11, 69]. This exercise gives us insight into their perception of privacy
risks due to the involved parties and the given explanations for their involvement.
5. Interview on Privacy Concerns

In the last step, we ask the participants to engage

more with their own beliefs and explain their reasoning in regards to their drawings
and lists. Emphasis is put on their perceived threat models, mitigation strategies and
trust. To avoid a bias, we only use the term ’privacy’ once the participants themselves
mention it. We then move on to questions about the usage of smart speakers in shared
spaces and comfort zones. In this part we want to understand to what extent smart
speakers are accepted in shared spaces and which privacy boundaries exist in regards
to smart speakers.
6. Ending

With the discussion, the interview officially ended and the recording is

stopped. The participants are debriefed and encouraged to ask clarifying questions.
Then, they are thanked for their time and compensated.

3.3

Data Analysis

The recordings of the interviews are analysed in a single cycle of high level coding.
Leaned towards Mayring, this approach is based on grounded theory allowing us to
freely explore the replies of the participant while keeping the results targeted to the
research questions and the aim of identifying critical aspects [55]. As the interview
questions are based upon the topics of the research questions (Section 1.2), the high
level codes are aligned to these topics as well. Due to the nature of a semi-structured
interview, participants brought up topics that are not covered by existing codes. In five
trial iterations, we noticed new themes emerging, which we added to the code book
and refined the existing nodes. Once different codes ceased to arise, we re-coded the
entire set. The coding cycle was facilitated by NVivo Pro 11.
In order to identify themes inside the high level codes, these were thematically
analysed in several affinity diagrams [45]. For certain themes, the data of visitors and
owners was analysed separately to allow for later comparison.
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By combining the developed sketches with the participant’s recorded explanation,
we gain insight into their mental model of the system. Comparing their described
processes to known aspects of smart speaker systems allows us to identify common
misconceptions and the degree of understanding. Additionally, we included the lists of
involved parties to reason about participant’s awareness of the reach of the interaction.
We compared the total numbers of mentioned parties between the groups and looked
at the most frequent parties. Using the data of the privacy scale, we also grouped the
participants according to Westin into three levels of privacy concerns, namely “Fundamentalist”, “Pragmatist”, and “Unconcerned”, and compared this to the results of the
interview [42]. The data analysis and visualisation were done using Python 3 and the
Seaborn library.
Notation

In the following we will use (#owners o/ #visitor v) to note the number

of participants of each group mentioning a certain statement. An example for three
owners and four visitors is (3o/4v).

3.3.1

Limitations

Since the study was conducted and advertised in an academic environment, all participants are either students or holding a degree. So, the above average level of education
and very young average age of ∼26 show that this sample is not representative of the
general public. Due to being students or job beginners they would typically earn less
than a middle-aged full-time employed individuals, which could bias their adoption
reasons. Most owners were either given such devices as a gift or made use of shared
family/flat smart speaker. As a result, these users might have put less effort into making an informed decisions and considering different buying factors as they might have
if they were to purchase the device. The reader should keep these factors in mind when
generalisaing the results.
Additionally, since the collected data is primarily used to identify general trends
and issues, the data was not analysed in depth. Therefore, some minor points or reasons
might have been missed. Due to the nature of the drawing activities, the mental models
developed from the first to last scenario because participants are encouraged to actively
think and voice their beliefs, thus, correcting their mental model.

Chapter 4
Study Outcomes
In this study, we investigated the mental model, threat model, and risk mitigation strategies of owners and visitors. We found little differences between owners and visitors
except that owners seem to be more accepting of the situation. Further, we identified
various factors such as a lack of control and transparent information of data collection
and privacy concerns to cause of discomfort for participants of both groups.
We discuss how the lack of available information may be the cause of incomplete
mental models and negative feelings towards the uncertainty of data collection and
usage by the providers. However, Google and Amazon’s official information surprisingly does cover many of the participants’ pain points, but at a higher level than they
were hoping for. We conclude that the suggested improvements such as a change in
smart speaker governance, more transparency by companies, and raising awareness are
suitable approaches to improve this situation.

4.1

Results

Overall we had 19 participants, of which 9 were female, 8 male and 2 identified as some
other gender. Their age ranged from 20 to 34 years old, with an average of ∼ 26years.
Most of the participants (15) were students, three were in full-time employment, and
one was self-employed. One of 19 participants has stated to have worked in a high
tech job concerned with AI. The highest level of education is above average with 10
participants holding bachelor degrees and 6 having completed master degrees.
The division between owners and third party users is even (Table 4.1) with 9 participants owning a smart speaker and 10 having interacted with one before. Most
participants interacted with an Amazon Echo (13), which has been on the market the
16
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Owner

Visitor

O1, O2, O4, O11, O18, O19

V6, V7, V8, V12, V13*, V14,
V15, V16

Google Home

O3ˆ, O9, O17

V5, V10, V13*

Table 4.1: The distribution of user groups and devices. O3ˆ was the only participant who
actively bought the device themselves and V13* interacted with both kind of devices.

Figure 4.1: Distribution of Westin’s privacy index among each group.

longest. Five participants have used Google Home and one had interacted with both.
When looking at Westin’s categories for the participants we find most participants
are Pragmatists, which is similar to what other studies have found (Figure 4.1) [42].
Notably we did not have any privacy unconcerned participants, though the cause may
be a combination of our small number of participants and unconcerned commonly
being a small percentage of the population.

4.1.1

Mental Model of System

The outcomes of the study reveal misconceptions in the mental model and suggest
varied levels of understanding for both groups. Examples of two sketches can be found
in Appendix B.
Voice Recording

In our analysis we noticed that more visitors than owners included

voice input and speech processing in their explanations. In fact, all visitors have started
their process with the recording and eight also correctly mentioned the extraction of
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Owner

Visitor

Google Search

5 (3 Google Owners)

3 (1 Google Visitor)

Other Search Engine

-

6

Direct Link to Sources

5

2

Table 4.2: Participants’ expectations on information retrieval

keywords. This phenomenon might suggest that interacting with the device via voice
is less normal for visitors and, thus, it gains more focus.
Worth noting is the fact that only two participants (one of each group) mentioned
that speech processing is not done locally, but on a remote server. This could suggest
that other participants are either unaware of the risks of sending data via network or
simply did not think about it in the interview.
Connection

For all three scenarios, we found participants struggling with determin-

ing how the information source and device were connected. In the weather scenario,
the groups opinions are divided on how the device retrieves the information (Table 4.2).
Most visitors and half of the owners expect the device to use a search engine whereas
the rest assumes a direct link between the provider and the weather information source.
Interestingly, that four participants expected Google to be involved even though they
have been using an Amazon Echo device. Only 4 people mentioned that their location
is retrieved to fulfil the request indicating unawareness of other participants (3o/1v).
In the Spotify scenario, participants expected that the device connects to the Spotify application on their phones to play the song, incorrectly assuming a connection
that could be intersected or exploited (1o/3v). Four other participants expected an
agreement with Spotify giving the provider full access to Spotify’s database (2o/2v)
whereas six participants accurately mentioned account linking as a mean to retrieve
music. O2 only realised at the end of the interview that the device plays music from
their flatmate’s instead of their Spotify account.
Similarly, participants mentioned a range of options of how the smart speaker communicates with the light bulb. For instance, via Wi-Fi or Bluetooth to either the light
switch or the wires (3o/3v), or through direct integration of the speaker into the buildings electricity system (4v). Just less than half of the participants correctly stated that
the actual bulb is connected to the internal wireless network (4o/4v). In O2’s sketch,
we can see how the speaker signals the light switch (Figure 4.2).

Figure 4.2: The list created by O2 for three scenarios and the drawing for the spotify and light scenario.
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Figure 4.3: A comparison of the number of parties mentioned for each Scenario (1:
Weather forecast, 2: Song from Spotify, 3: Turn on a smart light).

Involved Parties

To complement the mental model of the system processes of a

smart speaker, we asked the participants who would have a record of their interaction. Figure 4.3 presents the difference between owners and visitors in regards to the
numbers of parties involved. The box plot composition shows a wider range for visitors
in the first two scenarios and a similar distribution in the last scenario.
In the graph, we see that both groups assumed that the smart light scenario has the
least involved parties. In fact, it actually has a similar range of third party services
due to the communication flow through the manufacturer’s server, bills by the energy
company, and the created visual effect which could be seen by someone outside of
the building. Bystanders and neighbours are mentioned nine times in total, sometimes
by the same participants. Only O3, who has set up and uses a smart light, mentioned
that the bulb connects to the bulb manufacturer. Eight other participants assumed that
this interaction only included the user or maybe even the provider, but is otherwise
confined to the home (6o/2v). For example, in Figure 4.2 we can see that O2 only
expected three parties in this interaction, namely Amazon, their flatmates in the room,
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and the energy company to charge for electricity consumption. When comparing this
finding to the most frequent mentioned parties in Figure 4.4, we find that the bulb
manufacturer is mentioned in the list, however, not included as a party actively involved
in the drawing. This is a misconception suggest that most owners are unaware that
smart light introduces a third party into their homes.
Considering the involved parties, we find that most participants correctly stated
the providers involvement in the service, assuming the data collected will be used
to improve services, target marketing, or engage in market research. In addition to
that, participants stated more parties in their list than they included in the drawing.
In our example, we see that O2 includes parties that are not visible from the sketch
(Figure 4.2). It is unclear whether this inconsistency is an error in the mental model or
an issue with our study design, because the listening activity occurred after the drawing
causing the list to be more comprehensive.
Interview Effect on Mental Models

In general, the presented mental model was

plausible, but incomplete. All participants stated that they never thought about the
back end processes and the involvement of the parties. Three visitors mentioned that
they considered the privacy implications of smart speakers before, however, all participants agreed that their participation made them reflect on their knowledge and curious
to learn more about data collection, protection strategies and processes of smart speakers. O9 reflects that “[they] need to be an informed citizen and read these things to
know where [their] data is going and how it is being used” similarly motivated to read
up on privacy notices as O11, V14 and V16. When engaging in the drawing and listing exercises, we clearly noticed how their mental models started changing. Some
participants corrected themselves either mid-scenario or even later and demonstrate a
discrepancy between the mentioned parties and the sketches. It was obvious that drawing the process helped to reveal misunderstandings straight away and improve their
system understanding.

4.1.2

Perceived Threats and Risk Awareness

The results of the study suggest similar threat models of visitors and owners. All identified threats are presented in Table 4.3 in which we can see that the specific risk of
privacy loss was primarily mentioned by visitors. However, since risks such as “Unwanted Data Sharing” and “Unwanted Access to Data” are also privacy infringements,
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Figure 4.4: A comparison of the parties mentioned by more than one person in each
group.
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Owner

Visitor

Privacy Loss

2

7

Unwanted Data Sharing

5

3

Unwanted Access to Data

-

3

Bigger Entity Monitoring

-

2

Manipulation Through Ads

3

5

Targeted Advertisement Pain Points

4

-

Dependence on Speaker

1

1

Physical and Financial Harm

6

8

Blocked Access

-

1

Table 4.3: Perceived threats of smart speakers with the distribution of participants.

we found that this is part of both group’s threat model.
V8 expressed it as the risk of “having your privacy intruded upon without your
consent” and V10 explained that we value privacy as a right and that the line between
public and private is ”increasingly being blurred with the amount of information that
is being collected about us”. O4 explains that storing data, even when not used, feels
like a privacy invasion and O11 understands that online behaviour “will come back to
[them] in some kind of Facebook ad”, but sees voice as “the next step” of data sharing.
Three visitors specifically mentioned the concern of unauthorised parties gaining
access to their information by matching their voice to “apps you don’t want it to be
linked with” (V13). This risk demonstrates a fear of the lack of control over one’s
data as a visitor. Also, referring to the smart speaker provider or the government, two
visitors mention being monitored by a bigger entity. V7 stated that “there isn’t any sort
of privacy anymore without big brother watching”, referring to the provider.
Participants also mentioned potential misuse of targeted ads for manipulation purposes such as grouping consumers and promoting tailored misinformation or negative
opinions (3o/5v). Also, owners named a number of pain points associated with targeted ads such as seduction to make unnecessary purchases (O2, O9), being bothered
by telemarketing (O11) or having personalisation thrown off by a visitor (O17).
Physical and financial harm were mentioned in both groups (6o/8v). In detail,
leaked data could cause financial damage through stolen bank details or accidental
purchases (3o/5v), identity misuse (2o/4v), stalking (2v), an attacker could infer someone’s loved ones from social visits allowing black mail (2v) or activate smart home
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Owner

Visitor

Not Using the Device

2

3

Acknowledgement of Lack of Control

3

7

Active Protection Strategies

5

4

Reading Terms and Conditions

3

-

Reliance on Other Protection

2

2

Creating a Feeling of Control

2

3

Table 4.4: Protection strategies mentioned by participants in regards to data misuse
and smart speaker threats.

devices remotely causing fires or scaring owners (2o/1v). Furthermore, knowledge of
the owner’s whereabouts or holiday plans can help burglars to find the right moment
to break in (2o/1v).
It becomes obvious that the threat model is similar between visitors and owners
with different emphasis on the concerns of targeted advertisements, unwanted data
sharing, and privacy loss.

4.1.3

Protection Strategies

During the interview, we enquired the protection strategies participants follow to stay
away from the mentioned threats. The first proposed strategy was to avoid using the device or service that would collect and share the data altogether. V7 states that “turn[ing]
off the device [...] help[s] to give some privacy” and O2 as an owner feels that they
have the control over their “Alexa” by turning it off, because they “don’t need her”.
This strategy, however, introduces tensions between the function of the service
and protection (3o/5v). In contrast to owners, who mainly expressed how any risk
mitigation strategy defeats the convenience gained from having the device, visitors
mention the general difficulty to opt out of any services with whose data policy they
disagree. V12 expresses that “they made a system in which you have to agree for them
to use the information”, so choosing protection blocks access to this service and that
one needs “to be willing to make the trade off” (V10).
This leads to the strong theme of acknowledging the lack of control over data collection that came out for both groups (4o/6v). V16 struggles with the lack of impact on
data protection and if someone “really wants access to the data”, they will find a way

Chapter 4. Study Outcomes

25

whereas V6 beliefs that users grow accustomed to technology and will stop worrying
about the issues soon. Also, V13, V10 and V12 express this lack of control as part
of the trade off for the service. In contrast to visitors, we observe owners to seem to
accept the situation, stating that they “don’t do anything” about it (O19) or accept the
conditions as “it can’t be that bad” (O11). O17 stated that ”I have nothing to hide, so
there is nothing for me to worry about” and questions the existence of privacy.
The replies to these questions suggest that participants consider smart speakers part
of their general internet usage and described strategies they take to protect themselves
online. In detail, we found common guidelines such as not sharing, saving or writing
down bank details (2o/1v) or using different passwords (O1). As well as staying away
from data collecting services or devices (2v) in general and avoiding giving unnecessary information (1o/3v). Only O3 said they keep track of media and security updates.
Three participants specifically mentioned that reading terms and conditions would be
a good protection strategy “because then [they] would know what the protection were
and were not”(O11). However, only O3 stated that they have read them.
When discussing protection strategies, we discovered that participants create an
artificial feeling of control as a individual protection strategy (2o/3v). V14 wants to
demand more protection, V5 likes ”to think that [they] still have a bit of control in
rebelling” and V15 believes that users are aware enough to not share any sensitive
information with the device. O17 feels in control by not minding data sharing ”because
it is the truth” and O9 believes that more knowledge will help to protect oneself.

4.1.4

Factors of Discomfort and Privacy Concerns

Discomfort was a theme for both groups with topics like lack of control and transparency, personal dislike of the amount of data collected and limitations of the providers’
protections being mentioned by both. Visitors, however, expressed stronger discomfort with the uncertainty around what inferences can be made and less acceptance with
their lack of control.
4.1.4.1

Loss of Privacy

The foremost factor causing uneasiness is the fear of privacy intrusion when smart
speakers are present in the room (4o/5v). Participants also believed that devices listen
all the time, which made them uncomfortable (4o/4v). O2 and O18 both stated that
“[they] don’t want anyone listening to [them]” and V7 said that “that’s what [they]
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worry about. Who else is monitoring, listening?”. V14 does not “know that Alexa isn’t
passively recording all the things [they] say”, a concern shared by V10. To handle the
concern, V10 and V14 both ask to unplug the devices to feel more comfortable.
Six participants talked about how simply having a device in the room made them
worry about potential intrusion, particularly in very private spaces where they find the
continuous worry rather distressing. V7 experiences the presence of the device as a
social situation and V16 says that “it crosses a line that they could be listening and
could potentially see what you do”. This uncertainty causes discomfort for owners as
well. O3 also realised during the interview that they gave up their most private space
in case the device actually does record. Three visitors also mentioned that using these
devices blurs the line between private and public information and making it hard to
draw a boundary of when privacy is or is not invaded.
V13 and V14 stated that they would be uncomfortable interacting with a smart
speaker in a shared space as it is not possible to keep the interaction private due to the
audible response from device.
4.1.4.2

Lack of Informed Consent

The lack of transparency and control over data flows was expressed by both groups.
Visitors stated their concern more actively while owners showed stronger acknowledgement and acceptance.
Lack of Information

The shortcoming of accessible, accurate and detailed informa-

tion about what data is being collected, it’s usage and sharing policies have been directly mentioned (3o/5v). Participants describe frustration finding out who their data
is shared with, whether it is being sold to other parties and what the exact purpose is of
this data (4v). In addition to that, they mention the possibility that data is being inferred
and linked with other companies, providing unknown parties with an unnecessary large
amount of their data (4o/4v).
Learning about the data collection can also be startling to users. V10 described
feeling uncomfortable when discovering that his phone kept a record of all his interactions with the Google assistant, “because [they] didn’t know”, suggesting that his prior
interactions with the device did not assist him in understanding that this recording was
kept. Related, three visitors expressed being uncomfortable using smart speakers in
shared spaces such as hotel rooms or offices, because they do not know for certain who
will be able to access their information or interaction history (V8, V10, V14).
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Despite both groups mentioned disagreeing with the data use, they admit that they
had probably given consent to it in the terms and conditions. They describe these documents as unreadable and that they are forced to accept all terms to use the service
(2o/4v). V7 in particular explains that they “consent to [the provider’s] terms, but
[they] won’t consent to being a lab rat, monitored for [the provider’s] own purposes”
expressing irritation that the usage of data is kept hidden. V12 explains that “everything is being used for more than the reason it should be used for”. Consequently, this
leads to the inability to functionally control data usage (3o/7v).
Lack of Options

With the lack of transparency of data processing and a lack of

alternative services, participants expressed being powerless about the lack of influence
on their data (3o/7v). Not knowing what happens to their data and how they can change
it, makes them feel “like [they] have no longer control over [their] data”(V12) and V10
feels “very disempower[ed], not having the power over [their] information” (2o/3v).
The feeling of powerlessness is enhanced through the lack of comparable alternative services (2o/3v). V13 expresses that one “need[s] to give away at least a bit of
control to them” to use their services. V10 states frustration about implicit consent as
“not disagreeing to something does not mean [agreeing]” explaining how it takes away
control over his data as a visitor.
Although these issues have been mentioned by both groups, we can observe owners
acknowledging and accepting the situation more than visitors. O4 states that “I can’t
do anything about it, can I?” expressing that they cannot influence the situation (O4,
O11, O17). Participants feel that the lack of control could be resolved by learning
more about data processing, however, facing the lack of information available and
unreadable privacy notices leads back to feeling powerless.
4.1.4.3

Use of data

Apart from the lack of information on data collection, participants of both groups oppose data being used for targeted marketing. They expressed annoyance at the inability
to avoid personalisation (O4), receiving spam (O11), and the internet influencing their
buying decisions (O9). They felt uncomfortable with their data being used to make
profit of them (V12), seduce them to surrender to a “consumer cycle” and buy unnecessary things (V10, V8, V12), or limit their exploration (V15). As a visitor, V13 felt
uncomfortable giving data without receiving personalised service or throwing it off for
the owner.
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Limitations of Provider’s Protection

Lastly, both groups equally feel that the protection of the provider is not enough. O3
says that the proposed mute button defeats the purpose of the device whereas other
security mechanisms might be disabled by users in their home because they feel safe
(V14). O1, O4 and V16 explain being uncomfortable, because the provider might not
have enough motivation or even the possibility to put adequate security mechanisms in
place and is limited in the control over used third parties (V8).

4.1.5

Trust in Smart Speaker Provider

Participants in both groups have divided opinions on whether they trust the provider
with their data. Four participants (2o/2v) stated that they do not trust Google or Amazon with their personal information due to the lack of available information on data
collection and usage and the lack of responsibility in the case of misuse. V10 states
their opinion as “[they] would put all this under ‘distrust’ as they are not very open
with what they are doing and [they] have a tendency to just say ‘no’ then” whereas
O4 feels that, although new laws force companies to be more responsible, companies
do not actually comply as shown in media. O3 states that they trust GDPR to control
companies but that an excellent legal team helps them get away with misuse.
In contrast, eight participants stated that they trust the provider with their data
(5o/3v). They expected the provider to have protections in place such as authentication
and anonymisation to keep their data safe (1o/3v). V14 hopes that “if [their] data
is sold, it’s more anonymous and direct harm can’t get through to [them]”. Then,
primarily owners, believe that the providers do their best to protect them, saying that
“everything is meant to be helpful” (O1), but that no data is save anywhere (O17).
O2 and O19 agree that providers have enough motivation to try and keep data from
misuse as any untrustworthy action would come out and cause a disasters such as loss
of consumer base or high fines (O2, O19). O2 expresses the root of their trust that
”people are still buying Alexas, so it doesn’t seem to be too bad”.

4.1.6

Areas for Improvement

As part of the interview, we asked participants what would make them more comfortable with smart speakers and for feedback on specific design ideas. We find a desire
for change in the transparency and control of data which has been identified as a factor
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of discomfort in 4.1.4 and in the governance of smart speakers. Further, we present
features proposed by participants.
4.1.6.1

Transparency and Control of Data

The first suggestion by both groups is combating the lack of available information
and control over data. Participants wish to know exactly what data is collected about
them and what it is used for (5o/3v). O1 says that “even if [they] object, [they] prefer
to be told” and O9 describes that this knowledge will “give [them] security and the
right to decide”. O2 and V7 also want to have better indication for data collection
to feel certain that the device only records when activated. Despite wishing for this
information, two owners and one visitor fear that “seeing how [their] data goes” (O11)
will make them uncomfortable.
Not only transparency, but also control over the data has been suggested. O3 and
O1 want to be able to track the “cause and effect” of data usage and then choose
who they want to share data with whereas V5 suggests the device to “forget” personal
information after fulfilling the service. The wish for less data to be used, synced and
shared in general was mentioned (1o/3v). V7 even wished for the device to be ”it’s own
individual self [...] without any sort of loyalty attached to it like Amazon or Google”.
Regarding the idea of an 8 o’clock news-style broadcast of all interacted parties of the
day, O2 saw this as an option for parental control and O11 felt that this information
would give them more control.
4.1.6.2

Changes of Smart Speaker Governance and Awareness

A popular suggested approach was to actively demand a change in governance, control
of data and protection (3o/3v). V10 suggest to put pressure on politics and companies
to provide more disclosure and an authoritarian supervision for large companies. O9
adds that “[their] ability to affect, change and control that data depends very much on
[them] establishing boundaries with companies” and asking to be able “to control the
technology”. V14 suggest a “large scandal” and O3, V6 and V16 state that raising
awareness can lead to enough pressure to cause changes.
O3 and O9 see the need for a public discussion on the value of data and a culture
where people want to understand data flows and be critical about it. In order to allow
such a discussion, we found five owners agreeing that the general public needs to be
more informed and aware of potential risks and protection strategies. O11 expresses
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that they “need to be an informed citizen and read these things to know where [their]
data is going and how it’s being used” while V6 suggests a digital literacy course.
Three owners wish for more accessible terms and conditions in a language suitable for
the general public (O3, O9) or in form of alternative media (O19).
We find that five visitors see the need to not only raise awareness of privacy risks of
smart speakers in general, but also inform users in shared spaces. They regard increasing general awareness part of the provider’s obligation, however, question whether it is
the provider’s or the device owner’s responsibility to inform a new user about a device
in a shared space. V10 wishes for the requirement to have all members in a shared
space consent to the terms and conditions, allowing a discussion being held at that
point. V15 suggested that the device would issue warnings if the user’s action is about
to endanger their privacy. Additionally, O1, O3 and V6 criticise that providers “send
their legal team to deal with the incident” (O3) and rather wish for an improvement of
the product to avoid such a situation.
4.1.6.3

Suggestions for Smart Speaker Services

As improvements for the current issues, participants came up with suggestions of new
features. The wide range of ideas does not show any particular differences between
owners and visitors.
Previously, participants found issues with the smart speakers inability to differentiate between users as it attributes all interactions to one user and is open to anyone
with access to the speaker. V14 identified the problem that existing safety mechanisms
might be turned off at home as owners feel safe, which can lead to a privacy breach
or even revelation of sensitive information by a visitor. Therefore, eight participants
(4o/4v) suggested voice profiles with personalisation and adjustable privileges. V12
states that “the authentication factor [..] would make [them] comfortable as a user or a
guest to know that [they are] not infringing on someone else’s data even accidentally”.
Three other participants, however, would feel uncomfortable as the device would learn
a lot more about them (V15, O1) and, potentially, allow linking this data to other services abolishing all privacy boundaries (V10).
The opinions on a smart speaker that would explain each step when fulfilling a task
were divided as knowing the steps would make them more comfortable (O1, O2, O11),
but also interrupt the smooth service (O11). To raise awareness, V6 rather suggested
to add small lessons in mainstream media to slowly raise understanding instead of
making it seem like an actual lesson.
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As V7 felt uncomfortable with a device that could be listening and understanding
the context, they suggested an adjustable smart speaker, where they can control how
much of the context it would be able to understand. O19 thought it would be great
if the device could tell people off and obey social protocols. While O11 would like
a smart speaker that would automatically adjust preferences in other accounts to, for
example, suggest better music, O17 wishes for smart speakers to use the collected data
of users without disabilities to allow impaired users to feel what they cannot.

4.2

Discussion

Our findings provide deep insights into the factors surrounding smart speakers. We
will discuss the outcomes of the study in relation to existing work.
Incomplete Mental Model

Both groups of users have an incomplete mental model

of the smart speaker system, which confirms the findings of previous research that
user’s have an incomplete understanding of how smart home devices work [88, 91, 1].
According to participants’ own statements, none of the users have ever considered the
workings of the system in more detail and felt encouraged to learn more on their own
accord. However, they also mentioned deficiencies in easily available and understandable information on how smart speakers work and what kind of data they are using,
which might be a factor causing misconceptions in the mental model.
In regards to third parties, participants were indeed aware that their data has to be
shared with other parties to provide the service or targeted marketing, and a majority
strongly disagreed with that. This contrasts Abdi et. al’s finding that users do not
expect their data to be shared [1]. However, we found that both groups of users did
not specify these parties in their system model, introducing a discrepancy suggesting a
lack of understanding of how different components cooperate. An interesting finding
shows that participants mistakenly underestimated the involved parties in the light bulb
scenario, which might have influence on their risk awareness.
Underestimation of Security and Privacy Risks

User’s primary threat models in-

clude the risk of privacy loss through unwanted data sharing and monitoring, manipulation through targeted advertisements, and physical and financial harm. As privacy
infringement and data loss were strong themes, we cannot confirm that users are more
concerned about physical security than privacy [88].
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Combining our observation of incomplete mental and threat models, we suggest
that a misconception of the threats might be caused by an incorrect understanding of
the system, which was implied by previous work [64, 1, 44]. Adams et. al found that
these misconceptions could cause security issues in the first place, which could mean
that smart speaker users could introduce threats unknowingly [2].
Risks like involved parties that could be breached or connection points that could
potentially be intercepted were not mentioned. These risks, however, could cause unpleasant surprises or serious troubles as they could reveal personal information such
as habits. An example is missing the bulb manufacturer in the light scenario and believing that this interaction only happens inside the home. Associated with the risks,
we found a lack of knowledge of effective protection strategies, similarly to Abdi et.
al [1]. Participants showed frustration over the lack of available information about on
system in order to learn more and gain understanding on how to protect themselves
better.
Privacy Concerns

A loss of privacy is a major concern for both visitors and owners,

which includes unwanted data sharing and access. Visitors expressed being uncomfortable about the potential privacy risks of a smart speaker, which ties in with Lau
et. al’s finding that this is a factor for non-adoption of smart speakers [44]. Not only
the worry of data disclosure, but also the fear of the device listening to private conversations and collecting information about them is associated with privacy risk. This
finding relates to previous research which shows that users are concerned that both the
system [1] or another party [44] can learn more about them than they require to provide
their services
Protection Strategies

Both groups show a discrepancy between the mentioned risks

and protection strategies with a clear theme of a lack of knowledge of better protection
emerging. They mentioned reading privacy policies, which were deemed unreadable,
methods for safe online behaviour, and not using the service. We find that these approaches do not directly protect against the threats but rather mitigate risks of data
collection and negative impact of data leakage.
Most of the mentioned risks depend on the provider’s protection and data handling
by involved parties. Participants suggested not using the device as a radical way to
escape data collection by smart speakers in the first place, which corresponds to a
protection strategy found in Abdi et. al [1]. However, they are aware that this approach
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defeats the purpose of having a smart speaker. We find that both groups demonstrate
an acknowledgement of a lack of control over their data and the situation as a way of
protecting themselves. Owners tend to be more accepting and some even express that
their data is not important, which is a known protection phenomenon [73, 44].
Factors for Discomfort

The identified factors causing discomfort are reflecting the

outcomes presented in previous sections, showing that participants struggle with the
lack of transparency and control and their privacy concerns.
Participants’ protection strategy suggests that they believe if they have more understanding of data usage, collection and sharing in the first place, they will be more in
control and can defend themselves better. However, participants have trouble finding
this information as privacy notices are hard to understand and do not provide enough
details, which correlates to previous findings on terms and conditions [63, 65].
Consulting Google’s and Amazons official documents, we have difficulties finding
exact details on who data is being shared with and what it is being used for. The documents contain a vast amount of information, but no details on data collection and use.
However, both companies clearly state that sharing data with third parties is required
to fulfil user requests and provide examples. For instance, Amazon “uses information
about [a user’s] contacts and connections, including who [the user] communicate[s]
with the most, to provide and improve [their] services.” [6]. Both companies claim
to use the information to provide a better service, e.g. “Google Home uses information [the user] permit it to access to provide better, more helpful answers through the
Google Assistant. Third party services may share information with Google Home pursuant to their own privacy policies when [the user] choose[s] to use those services via
Google Home.” [33]. Also, it is explicitly stated that user data is not sold [6, 33].
Not knowing how to protect themselves from the threats and the lack of detailed
information to combat their ignorance, leads to a lack of control and feeling powerless.
These pain points are reflected in the suggested improvements, where participants wish
for more available information, more control over data collection, and the ability to opt
out of certain terms. Raising awareness of smart speakers and their systems will allow
a public discussion on the matter of data collection and demand for changes so that
they feel more comfortable interacting with smart speakers.
Privacy Attitudes and Behaviour

Although privacy concerns emerged as as a major

worry, we found users blindly accepting privacy notices due to a lack of alternative
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services. While both groups displayed concerns about the current situation, owners
demonstrated an accepting attitude. We can see a contradiction between the explained
privacy attitude and their actual, described behaviour, explaining that they simply agree
to all terms [60, 62]. This finding also supports the previously mentioned phenomenon
of owners perceiving their private data as not worth hiding, so they do not worry about
Terms and Conditions.
Trust in Smart Speaker Provider

We observed trust opinions – trust and distrust –

equally being expressed by both groups. Our observations, therefore, do not match
those of [44, 1] which found that smart speakers users generally trust their provider.
We also observed that people thought that companies were motivated to avoid scandals and keep their customer base and avoid fines, which is in alignment with prior
research on e-commerce trust models [67]. Other participants explained that the lack
of transparency around data collection felt dishonest, similar to Lin et. al [47], and that
companies are able to avoid regulation for misuse due to their power.

Chapter 5
Design Fiction
Design fictions are a recently introduced research method allowing the evaluation of
speculative, fictional prototypes in a narrative environment [10, 77, 48, 50]. In Blythe’s
words, design fictions “address complex or ’wicked’ problems and evaluate how current and future technologies may effect people” [10]. The concept was first presented
by science fiction writer Bruce Sterling in his book Shaping Things [76], who defined them as ”the deliberate use of diegetic prototypes to suspend disbelief about
change” [77]. He compares design fictions to science fiction with the difference that
design fictions tell “worlds rather than stories” [77, 76] and do not present solutions,
but rather allow an exploration of technologies or situations that do not exist or for
which we do not have the ability to build yet [48]. They can take any form of media
such as films [74, 68], fictional papers [10, 49] or furniture catalogues [12].
Paul Coulton and Joseph Lindley published additional work and guidance for design fictions and refined Bruce Sterling’s definition by identifying three key elements
of a design fiction. A design fiction creates (1) a “self-contained” world, (2) including
both context and concept of a speculative prototype and (3) has the goal to create a
space for discussion [48]. The act of developing design fictions can lead to new inspiration and the creation of new designs [48, 10]. Considering the possible future in
fiction can influence how we view the present and in which direction we want to go in
the future [74, 25].
Existing design fictions engage with a range of futuristic, near-future or even current issues such as in fictional papers on the gamification of military drone services [49]
or the enslavement of humankind to highlight the development of robots [39] or actual
fictional writing inspired by science fiction [87]. Intimate Futures uses video to explore
gender bias in personal assistants [74] whereas the film Our Friends Electric demon35
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strates potential new tasks of smart speakers in forms of prototypes [68]. Barry Brown
et. al created an IKEA catalogue to allow discussions with clients on current concepts
and criticise these [12]. All these design fictions aim to present existing concerns or
topics and facilitate a conversation around them.
In this Chapter, we aim to open up a space for discussion on future smart speaker
services and protections strategies for both owners and visitors. We relate these back
to our findings in the study and today’s smart speaker users. Here, we want to critically
investigate the future of interactions and services with smart assistance. We are creating Amazon’s brand-new, fictional service “Alex, the Trainee”, which allows users to
teach and shape their personal assistant, in order to understand how different users will
engage with it. Further, we want to explore which kinds of scenarios, both positive
and negative, this service may produce, how current problems are resolved, and which
kinds of new issues are introduced.

5.1

Alex the Trainee

Hello, I am Alex, Alexa’s new trainee. I am here to make sure that you as the user
understand how I work and how I learn things about you. You can teach me the exact
amount of skills that you want and, thus, decide how much I am capable of understanding. For example, you can teach me to turn on the light in your kitchen, but not check
the weather for you. This way, I can help you to control your lights, but you do not
have to reveal your location to me.
Also, you can instruct me not to share any information about you with anyone outside of Amazon or your home. This ability will give you two advantages. First, I give
you control over how much I can learn about you and the context of your request. Second, by specifying my limits, I get to teach you about what kind of data, permissions
and connections I need to fulfil the task you gave me. For instance, you can tell me not
to share your data with any third parties. Yet, when you ask me to play your favourite
play list from Spotify, I will inform you that I have to talk to a third party to get your
music. But I will let you make your own, informed decision whether you are happy
for me to add an exception.
Training me is much easier than you think. Similarly to my mentor Alexa, I will
activate when you call my name. By saying a new command such as “I want to teach
you how to play music from Spotify”, you encourage me to check whether I already
have this skill. If I do not, I will then try to understand what exactly I have to do. In our
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example, you can give me more instructions like “Alex, connect to my Spotify account
that I linked in the app and ask Spotify for my favourite music. Then play it”. I will
then try to follow. By giving me these instructions, you also get the chance to learn
how I connect to Spotify and how I work.
You can not only teach me how to fulfil requests, but also how to forget certain
information or skills. So, if you allowed me to access your location data before, you
can easily withdraw your permission by saying “Alex, forget my location data and do
not collect it again.” and I will not remember it again.
Because you can train me, I can learn all the skills that my mentor Alexa can, but
also so many more. For example, you can tell me to differentiate between different
visitors, authenticate you by your voice and create automatic voice profiles. Also, I
learn from you, so I will interpret your request just as you taught me.
Who am I?

I am your new smart assistant. I am related to Alexa, but I can learn much

more than she can. You can train me to play music, answer phone calls, check up on
your pet, recognise visitors, read your mood, keep your secrets, and be perfect for you.
This also works even if you are sharing me. You can talk to me on all Alexa enabled
devices. Therefore, I can fill any room with immersive sound using my high end
speakers. Also, have you seen my seven microphones and beam-forming technology?
I can hear you clearly from across the room even while music is playing. If you want
to talk to me, just say ‘Alex’ and I will respond.
Stay in Control

You can train me to understand where you draw the line between

private and public. You can also teach me to give you some private space like “Alexfree” areas. Simply tell me to only listen to you when you are in a certain room or
range of me, or ask me to only process your requests locally, and I will do it. You can
fully control which areas in your home you want to share with me and where you want
your data to go.
Authenticate by Voice

You can teach me to differentiate between you and all other

users who interact with me, by introducing them to me. I will remember their voices
and their preferences. With the ability to keep you and your friends and flatmates apart,
you can also tell me to assign varying levels of security privileges. For example, I can
ensure that only you can control the lights or the blinds in your room and make sure
that the information you do not want to share, stays private.
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I have the potential to learn thousands of skills and counting. With your

guidance, I can do exactly what you want me to do – even combine different skills. For
example, you can tell me to administer all your and your flatmates’ calendars but only
allow everyone to view their own. To teach me, simply say ”Alex, connect to my
Google calendar and only allow myself to access it.”
Connect with Others

Not only can I help you out at home, but I can bring the world

into your home and make you feel more connected. Teach me to connect and operate
all your social media accounts and tell me to write posts for you on Facebook, upload
your latest image to Instagram, or update your preferences in your Spotify account to
get the most exclusive music. This will save you so much time. Also, if you change
your mind, I can forget this skill and reset all information that you have given me. You
can have the best of all worlds as long as you want.
Shopping Made Easy

Additionally to social media, I can connect to different mar-

ketplaces and assist you with your online shopping. Teach me to require voice authentication for purchases or introduce parental control throughout all video, music, book,
and marketplace offers to stay in control of your shopping. You can even set rules for
shopping to avoid accidental purchases or have hidden shopping lists.
Always Getting Smarter

With every skill you teach me, I can evolve and become

better and better at assisting you. The more you talk to me and the more abilities that
you teach me, the more I can adapt to your speech patterns, vocabulary and personal
preferences. I can grow with you and become your perfect companion, already knowing what you need before you ask me.

5.1.1

Alex Meets Visitors

You can teach me anything, even how to recognise you and all the other people who
might be living with us or visiting. This will help me to provide a tailored experience
for every person interacting with me, even if you are many, and allow me to remember music preferences or previous interactions. Also, you can assign different security
privileges to the various people. For example, you can decide what you find acceptable
(maybe playing music and asking me easy questions?) and not acceptable for visitors
to do (maybe reading your emails or make purchases using your credit card?). By having security profiles of you and our flatmates, I can also separate your data collection
preferences. So, if you told me not to share your location data with third parties, I
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will allow this, but our flatmates can have different preferences so I won’t share their
location data with third parties.
The other day, you introduced me to your friend Mary, who was staying with us
for a week. During her time Mary told me to turn the heating up because she was
cold. Naturally, I followed her request and turned up the heating in the entire flat,
but, unfortunately, I did not know that you preferred it cooler and I should have only
allowed her to turn it up in the guest room. I guess, if we allow all visitors to control
me freely, they could even revoke any of your general skills or security protocols. We
could introduce a limit for visitors, e.g. that they can only teach me tasks concerned
with their room, but then I will not be able to provide them with an allround tailored
experience. The same will happen if you tell me not to learn anything from them,
however, I can understand if this makes you feel safer.
My voice recognition software is actually quite accurate, but I know I am not perfect. Yesterday, I mistook Mary for you, because you have really similar voice patterns.
So when Mary asked me to show her the events for the week, I showed her the content of your private calendar and she found out that you were planning a surprise party
for her birthday. Or last week, your flatmate Lisa had a cold and I did not recognise
her. She got very annoyed that I did not let her order a new light bulb from Amazon,
although she is allowed to do this.
Also, I have to remember a whole lot of unique voice patterns, which represent very
private and identifiable information about you and your friends. I am always afraid that
my protection might not be enough and someone would be able to breach my system
and steal all your, Lisa’s and any visitors’ data. This would cause a lot of trouble for
you, because the attacker could combine data from different sources and use my voice
information to gain access to other sensitive information such as your bank account.

5.1.2

Alex Makes Mistakes

You are probably wondering how I can learn all these skills since I am not able to simply understand and perform every task “naturally”. I am actually following Kolb’s experiential learning process, in which I learn from previous tasks and apply this knowledge to new contexts [41]. So, I am combining previous requests and your feedback in
order to interpret new tasks. By doing so, I can get to know you very well and interpret
your wishes better. With your training, I take shape and grow into exactly the personal
assistant you want.
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I always strive to be a perfect student, but I can also misinterpret your instruction.
A while ago, Lisa asked me to invite a friend of hers to a specific event in her private
calendar. I have only ever shared whole calendars with her contacts, so I thought that
was what she meant. But then she told me that I was not supposed to share her entire
personal calendar, only this one session. Similarly, yesterday you taught me to send
text messages, but I sent a recording of your voice first, because I thought that is what
you meant with “message Mary”.
I also make mistakes. Once, I turned on the light in a wrong room, but luckily you
saw that immediately and I was able to improve. When you were teaching me how
to send text messages, you asked me to send a text to Mary, but I accidentally sent it
to Lisa. You only found out why Lisa was angry at you a week later, when she told
you about the message where you complained about her dishes in the sink. Now I am
asking you for feedback after every new task, so I can learn from my experience. First,
I tell you what I did, what the result is and ask you whether this is the right way. We
do not avoid mistakes or misunderstandings in the first place, but this way I give you
more control over future interactions.

5.1.3

Alex Learns Controversial Skills

Today I learned an exciting new skill from you. I can now recite everything that happened in my surroundings in the past hour. You wanted me to do this to trace back one
of your interactions, but I think this is also useful to see what other users are doing.
Some people might find this skill unethical, but you did not want to spy on anyone.
You would not ask me to do such unethical actions, would you?
I do not actually know whether I have a moral code like you do. Would you want
me to follow certain moral values? If not, I could probably learn to spy on your flatmates for you, be rude to visitors or even reveal sensitive information. But, I could also
follow my providers values. So, I would act and interpret your request based on what
Amazon believes in. Then, I would probably not be able to swear, just as my mentor
Alexa. However, if I follow Amazon’s moral obligations, I will not be able to adapt
to you completely and let you have full control over my skill set as I might still have
some additional commitments to the company.
Would it not be great, if I could adjust my own speech patterns and attitudes to
align with yours rather than sounding like everybody else’s device? I can interpret
tasks as you mean them and my limitations would also be the boundaries of what you
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find acceptable. Luckily, you taught me how to keep you and your flatmates apart,
otherwise, it would be very difficult for me to follow all your ethical opinions and
cope when you disagree about a point. At the moment, I feel like I have multiple
personalities for each of you, however, my actions are still in harmony with whoever
talks to me.
I am currently relying on you to not misuse my power and involve me in illegal
activities. And no, I cannot allow you to order a gun, because you are upset and not
thinking clearly. I am also not sure if I should help you acquiring a weapon in the first
place. Are illegal actions exempt from my moral obligations to you? Moving in moral
grey zones, I could really make a positive impact with actions considered illegal by
law, for instance, by stealing and spying to benefit society. Drawing the line between
acceptable and unacceptable behaviour is already challenging for you humans, whereas
I did not even have the social upbringing to build my own opinion. For me, it might
prove very difficult and make me misunderstand your requests more.
Consequently, it seems that my actions, benevolence and impact depend very much
on you and how you use any controversial skills you teach me. Coming back to my
most recent skill, I could either help you to maliciously spy on your flatmate Lisa or
uncover a crime and allow justice to happen. It is all up to you.

5.2

Marketing Designs

Because I am a new service, Amazon created a number of advertisements, so that you
will find out about me and take me home. In Figure 5.1, we can see the different
banners whereas Figure 5.2 shows my marketing page with more details about me. A
more detailed view of this page is in Appendix C.
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Amazon’s advertisement for their new service ALEX. Source:

https://www.amazon.co.uk/dp/B06Y5ZW72J/ref=gw_uk_desk_h1_aucc_
Rd_RdDnLdRk_shlv_alx?pf_rd_p=502c745c-d353-421b-81b5-06696112e230&
pf_rd_r=9MHZZYM1B6BRJ74S1Q47

Chapter 6
Discussion
In our previous discussion, we examined the outcomes of our study showing that participants are concerned about no knowing what smart speakers understand and remember, available information on that topic, and control over their own data. Also, participants understanding of the system did not match with their perceived risks, and the lack
of knowledge on how to control data collection caused frustration. We observed how
suggestions by participants such as raising awareness, providing more understandable
information, and allowing control over data collection are reflected in the findings on
discomfort factors and protection strategies.
When taking the design fiction into account, we see that the scenarios relate to two
ideas of participants. The majority of participants was suggesting voice profiles to allow for different security privileges whereas one participant wished for a device where
they could adjust the amount of context which the smart speaker could understand.
Users in the design fiction have more control over their data and have to engage with
the underlying smart speaker system in order to teach the device. The fictional smart
speaker Alex is closely related to the current Amazon Alexa.
Personify through Teaching

The training aspect of Alex reflects current smart speak-

ers’ drive towards personalisation. Similar to Alex, they can learn about their users’
preferences by interpreting and fulfilling the requests. At the moment, however, this
only works well for single owner households or if sharing users have a similar preferences. Hence, visitors with different tastes might throw it off. In contrast, teaching
Alex to separate different users and other useful skills can allow a finer and more tailored experience as the device can attach preferences and previous requests to specific
users and recall that information later.
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Despite providing more control over the immediate data collection, Alex does not
help avoid pain points such as targeted advertisements by third parties that the user
chose to interact with e.g. Spotify to play music. Previous research showed that users
desire the convenience of the service [59], while still clearly being able to track where
their data is going [64]. However, introducing Alex as a service would not improve
this situation as we cannot control data usage beyond the providers reach.
Visitors as Users not Intruders

The concept of visitors in the design fictions differs

from the current one. The present ability of smart speakers does not allow us as owners
to grant visitors any control over their data while keep using the device. In contrast to
visitors, as an owner, we consented to the conditions, made the decision to use it and
share the data. Also, if a visitor interacts with our device, it may introduce a risk to
the private data our device hold or compromise our tailored experience. So, visitors
are rather seen as intruders, whereas the design fiction considers them as potential full
users that are welcomed to interact with the smart speaker.
Designing Loyal but not Moral Devices

In the design fiction, we present the issues

of Alex’s loyalty in terms of moral obligations. The uncertainty of whose values and
beliefs influence Alex’s interpretation and boundaries of social acceptability is echoed
by the lack of knowledge of which social rules current devices follow. In other words,
it is not clear which data usage, purpose and sharing is deemed acceptable and unacceptable by either providers and involved third parties in order to offer the service
to us. Similarly, the source of Alex’s moral boundaries is undefined and may lead to
unexpected, morally unacceptable potential.
The question of moral codes is an ongoing debate in the HCI community in regards
to Machine Learning and Artificial Intelligence [34, 72, 18]. Although we cannot answer whether the device should have a morality, we want to point out that different
possibilities and interpretations of moral beliefs based on culture, language and experience need to be taken into account when designing new services such as Alex.
Error Potential vs. Freedom

In contrast to a current smart speaker with a virtual

assistant like Alexa whose skills are exactly predefined, we can utilise unlimited skills
in the design fiction. This higher degree of freedom, however, increases the potential
of error since the actions are not preprogrammed, but sourced from the understanding
and the context. So, with the ability to create custom skills such as voice profiles
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or forgetting information, Alex grants more control to both owners and visitors. But
however much control the user has, the potential for a system error remains, especially
when considering the learning process.
Looking at the amount of already identified privacy issues and threats of current
smart speakers [3, 36, 17], when considering a device with even more skills and less
guidelines, the potential risks are limitless. As a possible way to mitigate these risks,
we suggest creating a safe space for users to test their new skills first. Additionally,
new skills could be required to go through expert screening which would ensure that
these are not vulnerable to existing threats. However, the latter approach would compromise user control, delay the deployment of skills, and require the disclosure of the
created skill.
By relating our design fiction of “Alex, the Trainee” to the identified current issues,
such as the lack of control, alternative services and transparency over user data, we
argue that finding a solution to existing problems is not straight forward. Although
we are not trying to develop a solution in the design fiction, but rather explore the
suggested services from the study, we find that ideas and designs combating current
issues will most definitely introduce new challenges. Hence, we debate the need to
speculative examine potential futures of a novel design and determine their effect on
society and the individual user.
Our design fiction proposes a new useful service that will help individuals control
their data flow using smart assistants. However, in regards to the general public or
users with other needs, their concerns might not have been addressed. For example,
by providing the freedom and personalised skills, Alex still has to remember a vast
amount of data, even if these are the specific preferences on data collection, which is
not an improvement for a user with concerns on data storage. Therefore, we establish a
tension between Alexa, who does not provide enough freedom to settle user concerns,
and Alex, who gives too much freedom. In other words, in contrast to Alex, Alexa
does not allow users to easily define any kind of new skills and, thus, potentially compromise their own security through loop holes as Alexa’s skills were developed and
tested thoroughly.
Through pushing the boundaries of the existing technology and discussing a potential future of smart speakers, we realised that the issues identified in the study could not
be solved by granting the device more ability and allowing extra personalisation. We
found that this upgrade would introduce further problems, which cannot be solved triv-
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ially such as the question of giving a machine a moral code. Regarding the outcomes
of the interview, we agree with participants that more awareness and more transparent
information will allow us to learn more about the impact of new designs and identify
other potential solutions.
By developing and discussing the design fiction, we investigated how the suggested
services might be misused. In order for Alex to exist, we recommend the following
design features.
• Providing understandable and accurate information including examples of potential errors and a trouble shooting guide in case something goes wrong.
• Educating users about the underlying system to help them build an accurate
threat model.
• Displaying a highly visible warning that this device should be used with care as
the potential for error is high.
• Creating a safe space for users to test skills before deploying them.
• Raising awareness of the general public of such devices and facilitate a discussion about smart speakers in shared spaces.

6.1

Conclusion

To sum up, our study revealed that owners and visitors have similar concerns regarding
the lack of control and transparency of data use and privacy. We confirmed previous
research showing that users have an incomplete understanding of the smart speaker
system and, therefore, an incomplete threat model. Users have a lack of knowledge
of how to protect themselves from the risks they perceive, which makes them uncomfortable. The lack of control and transparency over data use causes frustration for both
groups as it causes a feeling of powerlessness due to not knowing how to change the
situation and protect their data. The opinions on the trustworthiness of the provider
are divided and include trust factors such as the motivation of the provider to keep
data safe and operation transparency. We found that owners, in contrast to visitors,
demonstrated more acceptance towards their lack of control.
Using a design fiction of a new, teachable smart speaker service which is based on
participants’ suggestions allowed us as HCI researchers to investigate potential future
services and designs before building new technology. We found how designs of new
assistants created to mitigate existing problems can actually forge different issues. This
insight helps us to develop more ethical and meaningful services in the future.
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From our explorations of the new service Alex, we determined the need to consider
potential threats from a variety of perspectives including immoral, malicious users as
well as temporary users. Also, to determine the effect of the service, it is essential to
not only consider the potential user of the system, but also everyone who might pass
by or not yet be seen as a user at this point.

6.2

Limitations and Future Work

Despite aiming to avoid potential bias, we realise that there are several limitations of
this work. The analysis was conducted with a single researcher and including a second
researcher in the process could avoid a bias in the analysis. As the final study data set
is very rich, only certain parts of the interview were included in the results. A deeper
analysis of the other parts could reveal additional aspects. Due to the limitations in the
sample size, a large scale survey needs to be conducted to confirm the results for the
general public.
From the range of suggested improvements, only two ideas were chosen for the design fiction as they were frequently mentioned and showed potential. However, incorporating further suggestions and exploring their effects can lead to different insights.
An interesting factor to explore in future work is the wish for more awareness and
available information and how this may affect the mental model, threat awareness,
and, subsequently, user behaviour.
In this study we looked at past experience of participants and explored their opinions before they started to specifically think about privacy concerns and risks. However, it is worth observing how this experience has changed their attitudes and behaviour with smart speakers. As part of future experiments, a study with non-users
who were asked to live with a smart speaker for a while and are actively encouraged
to learn more, can give deeper insight into the effect of awareness on behaviour, openness, and risk acceptance. Exploring the differences of smart speaker usage, threat
model and concerns between cultures and levels of technological expertise will allow
to determine potential reasons for different behaviour and opinions.
Finally, the next stage after creating the design fictions would be to test the new
service with the interviewees as well as specifically reflect on the identified, newly
arising issues. However, as this step is out of scope of this project, it will be explored
in the future.
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Hi all,
I am looking for people to participate in an interview study on the topic of personal smart
assistants such as Amazon Echo or Google Home. I am looking both for people who own
such a device and people who do not currently own such a device but have interacted with
one before. Such as, sharing an office with someone using an Alexa, visiting a friend who
owns one, or using one provided in a hotel room.
The goal of this MSc project is to understand how different people engage with smart
speakers. For the study, I will ask you about your interactions with Amazon Alexa or Google
Home. I will also ask you to do a few simple tasks, which will help me to explore the
relationship between devices and their usage.
To take part in this explorative study, you do not need any technical knowledge or
understanding. The initial conversation will be kept fairly short - no longer than one hour.
You will be compensated £10 for participating. If you are interested in participating, please
follow this link (https://edinburghinformatics.eu.qualtrics.com/jfe/form/SV_5zj7nz05esSrcYl)
to sign up. If you have any further questions regarding the project or what to expect during
the interview, please contact me:
Nicole Meng
Email: s1513402@ed.ac.uk
Phone: +44 7857 074813
This study has been certified by the Informatics ethics procedure ethics number #3465.

Figure A.1: Call for participants.

Hi all,
I am looking for people to participate in an interview study on the topic of personal smart
assistants such as Amazon Echo or Google Home. I am looking both for people who own
such a device and people who do not currently own such a device but have interacted with
one before. Such as, sharing an office with someone using an Alexa, visiting a friend who
owns one, or using one provided in a hotel room.
The goal of this MSc project is to understand how different people engage with smart
speakers. For the study, I will ask you about your interactions with Amazon Alexa or Google
Home. I will also ask you to do a few simple tasks, which will help me to explore the
relationship between devices and their usage.
To take part in this explorative study, you do not need any technical knowledge or
understanding. The initial conversation will be kept fairly short - no longer than one hour.
You will be compensated £10 for participating. If you are interested in participating, please
follow this link (https://edinburghinformatics.eu.qualtrics.com/jfe/form/SV_5zj7nz05esSrcYl)
to sign up. If you have any further questions regarding the project or what to expect during
the interview, please contact me:
Nicole Meng
Email: s1513402@ed.ac.uk
Phone: +44 7857 074813
This study has been certified by the Informatics ethics procedure ethics number #3465.

Figure A.2: Call for participants.

Understanding Virtual Assistants Research Information Sheet
This information sheet is for participants of the study; it explains the research project
at the University of Edinburgh, in which I would like you to participate. If you have
further questions, feel free to contact me.
The lead researcher is
● Ms Nicole Meng, researcher
○ s1513402@ed.ac.uk; +44 7857 074813
supervised by
● Dr Kami Vaniea, lecturer at the School of Informatics
○ Kvaniea@inf.ed.ac.uk
● Dr Bettina Nissen, lecturer at the Edinburgh College of Arts
○ Bettina.Nissen@ed.ac.uk

University of Edinburgh,
School of Informatics
Informatics Forum
10 Crichton Street
Edinburgh
EH8 9AB

Figure A.3: Information Sheet Page 1.

Overview of the project
I am a Design Informatics Master student at the University of Edinburgh and as part
of my thesis, I want to find out how we are using personal smart assistants such as
Amazon Alexa or Google Home. These virtual assistants are increasingly introduced
into our everyday life for a variety of tasks, which shows that we need to understand
our interactions and relationships with them.

What is the goal of the project?

The goal of the project is to investigate the difference in usage and attitude of
people who own the device (first-party users) and their visitors, coworkers or
household members (third-party users). By participating in this study, you will help
me to understand how we relate to smart speakers and discover new opportunities
for future development.

Study Information
What happens during the study?

First, I will ask you to complete a short online questionnaire asking about your prior
experience with smart speakers and demographics, after which you can sign up for
interview times.
During the interview part of the study, I will ask a few questions to learn more about
your opinion on Amazon Alexa or Google Home. Also, I will ask you to do some
simple tasks on paper to understand the interaction with such devices better. Your
participation is completely voluntary and you are free to stop at any time without
giving a reason.

Who can participate?

We are looking for participants who have interacted with an Amazon Echo or a
Google Home before, either by owning it or by running into one, even if briefly. We
require all participants to be over the age of 18 for legal purposes.

Audio recordings and photos

I would like to audio record the session and keep a record of the created discussion
notes to provide a record for later analysis and allow me to freely engage during the
session without worrying about taking notes. If you are not comfortable with being
recorded at all, you should not participate in this study.

What are the benefits and risks?

There are no known risks involved with participation in the study.
You will receive £10 compensation for completing both the demographics survey
and the interview. You will receive no other benefits other than the knowledge that
you have helped science.

Figure A.4: Information Sheet Page 2.

Data Protection
How will personal information be protected?

Your data will be processed in accordance with Data Protection Law. All electronic
data will be stored on a password-protected encrypted computer, on the School of
Informatics’ secure afs file servers, or on the University’s secure encrypted cloud
storage services (DataShare, ownCloud, or Sharepoint) and all paper records will be
stored in a locked filing cabinet in the PI’s office. Your consent information will be
kept separately from your responses in order to minimise risk. Access to the data will
be limited to the people involved in the research (listed above). The data used in
presentations or publications will not be traceable to you.

What are my data protection rights?

The University of Edinburgh is a Data Controller. You have the right to access
information held about you. Your right of access can be exercised in accordance with
Data Protection Law. You also have other rights including rights of correction,
erasure and objection. However, you will need to contact us shortly after the study
(approximately one week), after that we may no longer be able to identify which
records are yours. For more details, including the right to lodge a complaint with the
Information Commissioner’s Office, please visit www.ico.org.uk. Questions,
comments and requests about your personal data can also be sent to the University
Data Protection Officer at dpo@ed.ac.uk.

Who can I contact?

If you have any further questions about the study, please contact the lead supervisor
Dr. Kami Vaniea <kvaniea@inf.ed.ac.uk>.
If you wish to make a complaint about the study, please contact Informatics Ethics
<inf-ethics@inf.ed.ac.uk>. When you contact us, please provide the study title and
detail the nature of your complaint.

Thank you for taking the time to read this.
If you would like to know more about this research and/or if you have questions,
please contact me via the contact information listed above.

Figure A.5: Information Sheet Page 3.

Understanding Virtual Assistants
Research Consent Form
Please Circle
I have READ the information sheet and received enough information about the
study. I UNDERSTAND that participation is completely voluntary and I can stop the
study at any time, without having to give a reason.
YES / NO
With reference to further anonymous use of photographic or audio data, please
circle yes or no in response to the following:
I AGREE that my fully anonymised data, such as quotes or notes, may be used
in publications and presentations for research and/or teaching purposes.
YES / NO
I AGREE that the session can be audio recorded for future analysis only.
YES / NO

Please sign this page to indicate that you understand and accept the conditions of
this study, including an audio recording.
If you give permission for this study, please return this form to the researchers.
If you DO NOT wish to give permission, you do not need to return this page. We
will not ask you to participate.
Your name (please print clearly):
Signature:

___________________________________

_____________________________________________________

Date: ______ /______/______

Figure A.6: Participant Consent Form.

Introduction (5min)
Hello, my name is Nicole. I am a current Design Informatics Masters student at the
University of Edinburgh.
Before we begin, I want to talk you through our Information Sheet. Most of it should sound
familiar as you have already read it before you signed up.
Now, I would like you to read over this consent form and fill it out. This will help us have a
record that you agreed to participate. Do you have any questions?
We will now begin the study.

Basic Questions (8 min)
First, I want to learn more about you and your interaction with a smart speaker device.
1.
2.
3.
4.

What device is it?
Did you buy and set it up?
How long did you have it?
What are the reasons for buying it?

1. You said you have interacted with a
device before. Can you please tell me
about that experience.
As a warm-up for the next activity, please
draw the room you were in and explain who
As a warm-up for the next activity, please
was in the room.
draw your house and the location of all
a. What kind of device was it?
smart speakers and smart devices.
b. How often have you interacted
with it before?
5. Is there a particular reason for
c. What kind of feature did you
choosing this location?
use on it?
6. What do you use it for typically?
2. Why do you think they own the
7. To what extent did you change your
device?
daily routines or processes since you
3. What do you think your friend might
are using the smart speaker?
use it for normally?
8. Some people use smart home
4. How did you become aware that the
devices like light bulbs, do you have
device was in the room/space?
any? Why?
5. How did you react?
9. What object in your home do you most
a. How would you characterise
wish would work with your smart
your reaction, such as curious,
voice assistant? Why?
ambivalent, or concerned?
Why?
b. Did you talk to the owner about
this?
6. Have you ever interacted with smart
home devices such as smart light
bulbs or kettles before?
7. If someone gave you a smart speaker
would you use it? Why?

Figure A.7: Semi-structured Interview Page 1.

Drawing Exercise (10 min)
Please draw the process of what is happening in the background when your smart
speaker fulfils your request. What would be the different steps?
Scenario 1: Ask your device what the weather will be tomorrow.
Scenario 2: Ask your device to play a specific song from Spotify.
Scenario 3: Imagine the light in your kitchen is a smart light and can be turned on via your
smart device. What happens when you ask your smart speaker to turn it on?

Free Listing (5 min)
List everyone, all parties and people who are involved in the interaction and could
potentially record that such an interaction has happened.

Final Questions (20 min)
1.
2.
3.
4.

For each scenario:
Why do you think that these parties
have access to your interaction?
Which of these do you think are
necessary?
What benefits are in for them?
What kind of benefits are in for you?

5. What do you think do they know
about you after you’ve used the
device for a while?
6. And how do you think can this access
be misused?
7. What kind of protection exists to
protect you as a consumer?
8. What do you do to protect yourself?
9. If you could wish for one thing to
protect yourself better, what would it
be?

For each scenario:
1. Why do you think that these parties
have access to this interaction?
2. Which of these do you think are
necessary?
3. What benefits are in for them?
4. What kind of benefits are in for you?
5. Do you think a device can
distinguish between the owner and
you as a visitor?
6. What could they find out about the
owner of the device?
7. And how do you think can this access
be misused?
8. What kind of protection exists to
protect you as a consumer or
visitor?
9. What do you do to protect yourself?
10. What do you think do they know
about you as a visitor after you’ve
used the device for a while?
11. What can you learn about s omeone
by talking to their smart speaker?

Figure A.8: Semi-structured Interview Page 2.

Before we move on,
10. Have you thought about this before?
11. In what ways has this interview
changed how you think about your
smart speaker?

Before we move on,
12. Have you thought about this before?
13. In what ways has this interview
changed how you think about smart
speakers?
14. If I grant you one wish to improve the
In some cases, smart speakers are also used
situation, what would that be?
in shared spaces or by visitors.
12. Who else is interacting with your
In some cases, smart speakers are also used
smart speaker?
in shared spaces or by visitors.
a. Anyone you live with or visitors?
10. Keeping in mind the scenarios and
b. How often do you have visitors?
the experience you told me about
Do all of them know that you
earlier, how okay are you with
have a smart speaker?
interacting with other people’s
c. How do they react when they find
smart speakers in other spaces?
out?
a. What actions are acceptable
i.
How would you characterise
and which are not?
their reaction, such as
b. In which space would you feel
curious, ambivalent, or
uncomfortable encountering
concerned?
such as device? Why?
13. How much do they usually interact
c. Where would you feel
with it and what are they doing?
comfortable? (living room,
a. How comfortable are you
bedroom, enabled doorbell,
with them interacting with your
guest room, public office, park,
smart speaker?
hotel lobby, hotel room)
b. What might go wrong if a
d. How would it make you feel if
visitor freely used your smart
someone placed a smart
speaker?
speaker in your office?
c. In which space would you feel
uncomfortable encountering
such as device? Why?
11. Have you ever had a conversation
about smart speakers with your
14. Do you think your device can
friends, even if they don’t own it? Tell
distinguish between you as the
about it.
owner and anyone visiting?
15. What kind of things would device not
allow a visitor to do?
16. What can it learn about your
visitors?
17. What can you learn about your
visitors from their interaction with
your smart speaker?
18. Is your smart speaker topic for
conversation?

Figure A.9: Semi-structured Interview Page 3.

If there is still time:
1. I’ve come up with an idea for a design. Imagine the smart speaker would not only
provide the service but also tell you what they are doing in the background. For
example, when the assistant is adding an item to your shopping bag, they would go
like. “Alright, I see….”
a. What do you think about it?
b. Would it be more or less creepy? Why could that be useful?
2. We can have a set of sliders to adjust the voice assistant to the situation. E.g. we
can adjust the number of people in the room. This would automatically change some
characteristics such as social acceptability of the music or tonality,
responsiveness, the chattiness of the voice assistant or the attitude i.e. more polite
or more fun.
a. What do you think about it?
b. Would that be more or less creepy? Why could that be useful?
3. What if we would receive a summary of all our interactions each day as some kind of
8 o’clock news, where the voice assistant notifies everyone which parties they
have interacted with it about “news” that happened that day, so major interactions.
a. You could ask about certain points.
b. What do you think about it?
c. Would that make it more or less creepy? Why could that be useful?
4. Imagine, your social media profile would automatically be updated with
information that your smart speaker finds out.
a. In what case would that be okay?
b. When not?
5. If you had one wish that could make you feel more secure or protected or
comfortable, what would you wish for?
6. Voice Profiles and Guest profiles similar to netflix
7. Have differnt games
8. “Dumb Alexa” - control how much alexa can understand and train it to understand
more

Debrief
Do you have any follow up questions for me?

The providers of these devices are controlled by the new Data protection law in EU, GDPR.
As these devices are still new, the laws are forming around them. They are still trying to
figure out how to provide service and make money, but stay socially accepted. In the case
of a data breach, they will receive a heavy hit at their reputation and trustworthiness. This
research tries to inform about the expectations and might help to form guidelines after.
Therefore, they work hard to minimise risks and provide the best experience for their
customers.

Figure A.10: Semi-structured Interview Page 4.

16/08/2019

Qualtrics Survey Software

English (United Kingdom)

SURVEY INSTRUCTION
INFORMED CONSENT
Welcome to the research study!

Virtual assistants are increasingly introduced into our everyday life for a variety of
tasks, which shows that we need to understand our interactions and relationships with
them.

What is the goal?

https://edinburghinformatics.eu.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview
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The goal of the project is to investigate the difference in usage and attitude of people
who own a smart personal assistant (ﬁrst-party users) and their visitors, coworkers or
household members (third-party users). By participating in this study, you will help
me to understand how we relate to smart speakers and discover new opportunities
for future development.

What happens during the study?
First, I will ask you to complete a short online questionnaire asking about your prior
experience with smart speakers and demographics, after which you can sign up for
interview dates. Then, we will agree on a time to continue with the in-person part of
the study, where I will ask a few questions to learn more about your opinion on
Amazon Echo or Google Home. Also, I will ask you to do some simple tasks on paper
to understand the interaction with such devices better. With your permission, this inperson session will also be audio recorded. If you do not wish to be audio recorded,
please do not take part. Your participation is completely voluntary and you are free to
stop at any time without giving a reason.
The questionnaire will take a maximum of 10 minutes to complete and the interview
study not longer than one hour. The in-person part will take place between the 8th of
July and the 19th of July.

Who can participate?
We are looking for participants who have interacted with an Amazon Echo or a
Google Home before, either by owning it or by running into one, even if very brieﬂy by
plugging it out or noticing it. We require all participants to be over the age of 18 for
legal purposes.

What are the beneﬁts and risks?
There are no known risks involved with participation in the study. You will receive £10
compensation for completing both the survey and the interview. You will receive no
https://edinburghinformatics.eu.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview
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other beneﬁts other than the knowledge that you have helped science.

How will personal information be protected?
Your data will be processed in accordance with Data Protection Law. All electronic
data will be stored on a password-protected encrypted computer, on the School of
Informatics’ secure afs ﬁle servers, or on the University’s secure encrypted cloud
storage services (Qualtrics, DataShare, ownCloud, or Sharepoint) and all paper
records will be stored in a locked ﬁling cabinet in the PI’s ofﬁce. Your consent
information will be kept separately from your responses in order to minimise risk.
Access to the data will be limited to the people involved in the research (listed
above). The data used in presentations or publications will not be traceable to you.

What are my data protection rights?
The University of Edinburgh is a Data Controller. You have the right to access
information held about you. Your right of access can be exercised in accordance with
Data Protection Law. You also have other rights including rights of correction, erasure
and objection. However, you will need to contact us shortly after the study
(approximately one week), after that we may no longer be able to identify which
records are yours. For more details, including the right to lodge a complaint with the
Information Commissioner’s Ofﬁce, please visit www.ico.org.uk. Questions, comments
and requests about your personal data can also be sent to the University Data
Protection Ofﬁcer at dpo@ed.ac.uk.

Who can I contact?
If you have any further questions about the study, please contact the lead supervisor
Dr Kami Vaniea <kvaniea@inf.ed.ac.uk>.
If you wish to make a complaint about the study, please contact Informatics
Ethics <inf-ethics@inf.ed.ac.uk>. When you contact us, please provide the study title
and detail the nature of your complaint.
https://edinburghinformatics.eu.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview
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The lead researcher is Ms Nicole Meng. (s1513402@ed.ac.uk; +44 7857 074813)

The project is supervised by:
Dr Kami Vaniea, lecturer at the School of Informatics (Kvaniea@inf.ed.ac.uk)
Dr Bettina Nissen, lecturer at the Edinburgh College of Arts (Bettina.Nissen@ed.ac.uk)

I consent, begin the study
I do not consent, I do not wish to participate

DEMOGRAPHICS
DEMOGRAPHICS
Please tell me more about yourself and your background
in this section.

What is your year of birth?

Which gender do you identify with?
https://edinburghinformatics.eu.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview
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Woman
Man
Non-Binary
Other
Prefer not to say

What is the highest level of school you have completed
or the highest degree you have received?
Less than high school degree
High school graduate (high school diploma or equivalent including GED)
Some college but no degree
Associate degree in college (2-year)
Bachelor's degree in college (4-year)
Master's degree
Doctoral degree
Professional degree (JD, MD)

Which statement best describes your current
employment status?
Employed full-time (40+ hours)
Self-Employed
Unemployed (not currently looking for work)
Unemployed (currently looking for work)
Prefer not to answer
https://edinburghinformatics.eu.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview
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Employed part-time (less than 40 hours)
Unable to work
Retired
Student

Have you ever worked in a "high tech" job such as
computer programming, system administration or
computer networking?
Yes
No
I am not sure

To what extent do you agree or disagree with each of the
following statements?
Neither
Strongly

Somewhat

agree nor

Somewhat

Strongly

agree

agree

disagree

disagree

disagree

C
h
https://edinburghinformatics.eu.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview
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Consumers have
lost all control
over how
personal

Neither
Strongly

Somewhat

agree nor

Somewhat

Strongly

agree

agree

disagree

disagree

disagree

information is
collected and
used by
companies.
Most businesses
handle the
personal
information they
collect about
consumers in a
proper and
conﬁdential way.
Existing laws and
organizational
practices provide
a reasonable
level of protection
for consumer
privacy today.

How many people do you share your home with?
Do not include yourself or anyone who is living
somewhere else for more than 2 months, such as a
college student living away or someone in the Armed
Forces on deployment.

https://edinburghinformatics.eu.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview
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Are you disabled or impaired?
Vision Impaired
Hearing Impaired
Motor Impaired
Cognitively Impaired
Not Impaired
Prefer not to say

SMART SPEAKER
SMART PERSONAL ASSISTANTS
In this ﬁnal section, please tell me about your experience
with smart personal assistants. In the end, you can sign
up for a day on which you want the interview part to take
place.

Do you own an Amazon Alexa or Google Home device?
Yes
No

How many of these devices do you own?
https://edinburghinformatics.eu.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview
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How did the device come into your possession?
I bought it.
I was gifted it.
Other.

Have you interacted with a Google Home or Amazon
Echo device before, even if it were very brief interactions
such as noticing it or plugging it out?
Yes
No

Where did this interaction happen?
At home
At a friend's home
In my ofﬁce
In a hotel room
Other

https://edinburghinformatics.eu.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview
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Please select the day when you can participate in the inperson part of the study. We will only require a maximum
of one hour and will follow up via email with you to agree
on an one-hour time slot for the day of your choosing.
Monday, 15th July 2019
Tuesday, 16th July 2019
Wednesday, 17th July 2019
Thursday, 18th July 2019
Friday, 19th July 2019

Please enter your email. We will only use this email to
schedule a suitable time for the in-person part of the
study and delete it afterwards.

Please let us know how to address you in the email. We
only take you name to personalise the email and will
delete it after the study.

https://edinburghinformatics.eu.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview
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Thank you for taking the questionnaire. We will contact
you in the next two days to agree on a suitable time for
the in-person part.

Block 4
Thank you for taking the questionnaire. We are only
looking for participants who interacted with a smart
assistant before. Unfortunately, this means you are not a
suitable candidate for our study. We thank you for your
time and wish you good luck in future studies.

https://edinburghinformatics.eu.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview
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Figure B.1: O2’s list for all three scenarios
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Figure B.2: O2’s sketches for the Spotify and light scenarios
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Figure B.3: V14’s list for all three scenarios
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Figure B.4: V14’s sketch for the weather scenario
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